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INTRODUCTION 
 

 Over a century ago, a novel device grew to prominence with the public.  It 
garnered awe and bewilderment among people throughout the country.  While 
many embraced this device initially, a few developed concerns that it had the 
potential to become an instrument of trampling on an individual’s right to be left 
alone.  The notion that a person’s self could be trespassed upon lead to the 
conception of a legal right to privacy.  We know this device today as the film 
camera.1  Surely, though, how could such a useful contraption of convenience could 
possibly create chaos upon an individual’s constitutional right?2 
 Flash forward to the present.  The end of the twentieth century saw the birth 
of a technological marvel that many embraced but for which few prepared: the 
Internet.  As a method allowing broad methods of communications, the Internet has 
become indispensible in the everyday lives of people in developed countries, most 
notably this country.  Gone are the days where the Internet was only a mode to 
exchange emails.  Today, people use the Internet to trade and conduct business, to 
bank, to pay bills, to exchange sensitive information and material—from personal 
health matters to corporate trade secrets.  The Internet itself has truly become a 
powerful entity to which the vast majority of Americans have become dependent. 
 “With great power comes great responsibility.”3 Although the Internet has 
become a vital aspect of life in the twenty-first century, its pervasiveness is not 
without consequence.  Like the film camera over a hundred years ago, the 
convenience of the Internet that has integrated so much into everyday life carries 
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with it a possibility of becoming an instrument of eviscerating an individual’s right 
to be left alone.  As cyber denizens rely more on this construct that is no longer just 
a convenience but arguably now a necessity, using it to convey and store 
information that is personal and private to them, the risk of such information 
falling into the “wrong hands” becomes all too real with hackers lurking in the 
shadows somewhere in the “cloud.”  While this threat raises many questions, an 
issue to address asides from the obvious of how to protect this information is who 
should be responsible to protect it.  Should the duty to ensure that an individual’s 
vital information stored electronically is secure fall upon the government, the 
keepers of that information, or that individual themself?  
 

FACTUAL BACKGROUND 
 

 Historically, an individual’s vital information was documented and stored on 
a medium that was created nearly two thousand years ago: paper.4  Logically, in 
order to obtain the information printed on paper was to physically look at either the 
actual instrument or a reproduction thereof (such as a photocopy).  These 
documents would be catalogued and stored in a physical room in a physical 
building.  Access to such documents require physically being present and entering 
the room in which it was stored.  Technological advances allowed tangible paper 
documents to be stored electronically, in a much more compact form factor.  With an 
electronic cataloguing scheme, accessing a specific document no longer required 
walking up to filing cabinet and sifting through stacks of paper but rather a simple 
key stroke.  Eventually, the creation of the Internet allowed accessing such 
information offsite with ease.5   
 With a new form of storing and accessing data, many entities gradually 
began transitioning form paper to electronic media.  When the Internet became 
open to commercial use in 1991, an unprecedented new form of business and trade 
emerged: Ecommerce.6  Consumers now had a new method of shopping and 
purchasing goods without needing to go to a physical “brick and mortar” store.7  
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While companies such as Amazon and eBay originated directly through the 
Internet, other “brick and mortar” businesses began carving out their own presence 
online as well.8  By the late 1990s, security protocols designed to safeguard 
monetary transactions online became available, and coupled with the growth of 
online banking, ecommerce began to flourish rapidly as consumers saw a more 
convenient way to shop.9 
 Around when ecommerce began making substantial strides in the early 
2000s, another form of communication within the Internet began to take form as 
alternative to emailing and instant messaging: social media.10  As a method of 
having a personal presence online to share with others, users of social media began 
uploading and displaying their own personal information with an expectation that 
such information would be safe and not disseminated freely.  The popularity of 
using the Internet for many purposes from shopping to sharing a self-portrait 
(which eventually became termed a “selfie”) grew dramatically.  By 2010, the 
Internet had around 50 billion webpages and growing, with 1.97 billion users, and 
400 million users on the social networking site Facebook (swelling to over a billion 
two years later).11 
 With individuals uploading so much personal data ranging from banking 
information to preferred shoe brand, the Internet became a treasure-trove that 
begged to be exploited in one way or another.  Companies began seeing value in 
electronically storing an online shopper’s buying habits, building a profile of an 
individual consumer for future marketing purposes.  Even social media saw the 
value in consumer data by targeting advertisements to users based on their 
activities online.12  Data became a commodity. 

The utopian picture of the Internet began showing cracks, however, as 
parties on both sides—lay consumers and companies—relied ever more so on this 
technological frontier.  Companies began to expand the methods of how they 
consumer data.  Instead of using the data they collect for their own internal 
purposes, some began to sell consumer data to other companies.  The department 
store Target, for example, not only used the shopping habits of its own consumers to 
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focus specific advertisement to them, but it may also purchase demographic data 
from other sources.13  Facebook, a company that itself does not sell any products to 
its users, greatly profited by allowing advertisers to access user data whenever a 
user clicked on an advertisement.14  
 Companies, however, were not the only parties exploiting consumer user 
data. While efforts to protect and secure data transmitted and stored through the 
Internet began early on and continue to this day, having something so valuable in 
such a massive amount proved all too tempting to those with unclean hands.  In 
recent years, after nearly two decades since ecommerce began, the threat to data 
security became a reality as the term “data breach” became as prevalent as the term 
“selfie.”  It became all too apparent that no organisation was immune from the loss 
and theft of such data.15   

The most infamous of these data breaches involved data not only gathered 
from the Internet but from brick and mortar stores also: the 2013 Target debit card 
breach.16  Target was caught completely off guard when in one quick sweep, 100 
million credit and debit accounts belonging to its consumers were compromised.17  
This was the culmination of a slew of data breaches that had occurred in the past 
decade but with little public discussion or concern.  These included 134 million 
credit card information stolen via spyware on the data systems of Heartland 
Payment Systems in March 2008; names and e-mails of millions of consumers of 
108 retail stores and banks (including CitiGroup, Inc.) stored by Epsilon being 
exposed in March 2011; and even major Internet search companies such as Google 
and Yahoo being hacked by the Chinese government to ascertain the identity of 
Chinese human rights activists.18 
 With disturbing statistics such as 740 million records exposed in 2014 
alone,19 it is all too obvious that the Internet and electronic storage has proven to be 
not only convenient to companies and consumer users but to thieves as well.   
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DISCUSSION 
 

 It has become quite evident that faced with such threats to the security of a 
consumer’s personal data that measures must be taken to ensure that such is 
protected.  With such a novel technological construct such as the Internet, the law 
has struggled to keep pace.  That begs the question, however, as to whether the law 
needs to enter the battle.  In discussing whether the government should enact 
legislation to limit the collection, retention, and use of personal information, a more 
fundamental question must be addressed: who has the duty to protect personal 
data?  There are at three entities at play: 1) the company seeking and holding the 
data; 2) the consumer to whom the personal data belongs; and 3) the government. 

 
1)  The company as a bailee. 
 
 A company that solicits and retains a consumer’s personal data is the most 
obvious entity to confer the duty of keeping such data secure.  This duty can be 
drawn from a pre-existing common law principle: bailment.   
 The legal theory of bailment is a fundamental fixture in the law of tangible 
physical property.  Although data as a form of intellectual property may take a 
different legal pathway—and historically has in tortious conversion—many 
jurisdictions now merge some intangible intellectual property with tangible physical 
property for certain tortious acts such as conversion.20  Therefore, for the purposes 
of this analysis of bailment law, data as an intellectual property is treated as 
tangible property. 
 A bailment is a contractual agreement in which one party (the bailor) charges 
another (the bailee) with a duty to protect the former’s bailed property from loss or 
damage.21  Bailment exists when the following conditions occur:  

 
(1) delivery of . . . property belonging to a bailor into the possession of the 
bailee: 

 (2) acceptance of the property by the bailee; and 
(3) an agreement, either expressed or implied, to use the property for a 
particular purpose and later redeliver it to the bailor.  Delivery requires that 
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possession and control over the property passes from the bailor to the 
bailee.22 
 
The relationship between a company soliciting and retaining data and the 

consumer who entrusts the company with such is in essence a bailment.  Often, a 
company will either asks for or require that a consumer or user allow access to 
certain personal information.  As part of a terms of service agreement, the consumer 
will allow the company access and possibly storage of data in exchange for some 
service that the consumer is originally seeking.  The company, as a bailee, then 
stores the data as bailed property for the consumer, the bailor.   

What differs from a traditional bailment here, however, is that data, as an 
intangible intellectual property, cannot be wholly and exclusively transferred from 
one party to another.  “As a general rule, the bailor must actually or constructively 
deliver the property to the bailee in such a way as to entitle the bailee to exclude 
others from possession during the bailment period, including the bailor.”23  In 
regards to personal data, such can only be shared or copied.  The consumer/bailor 
still retains the data as it cannot be completely removed from her possession; it is 
an impossibility to deprive an individual of their name, age, sex, etc.  This can 
certainly be addressed in the bailment agreement, however, as under certain 
circumstances, a bailee may allow access of the bailed property to others when he 
has the right to exclude others not in privity to the original agreement.24   

This dynamic is rather beneficial to the consumer/bailor as she can retain 
access bailed property—her personal data—and the company/bailee can exclude 
others from such access.  On the other hand, because bailment is a contractual 
relationship, a bailee can, through having high contracting power as a provider of a 
desired service, may require that the bailor allow access to the bailed property to a 
party of the bailee’s choosing.  As courts have deemed “click-wrap” agreements 
enforceable,25 it is entirely possible—and most likely happens more often than not—
that a consumer/bailee entrusts her data to a company/bailor and neglects to read 
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in the terms of service agreement than said company will share the data to a third 
party company. 

Similarly, a traditional bailment requires redelivery of the property to the 
bailor.  In terms of data, this can be simply accomplished by the company 
thoroughly deleting any and all pertinent data (presuming that it technologically 
possible to purposely delete all traces of a specific bit of data).  In fact, the 
requirement of redelivery can vary in traditional bailment as well and therefore not 
an absolute and strict construct.26 
 While the dynamics of a bailment relationship is clear between a company, a 
consumer, and a consumer’s data, the duties and liabilities of a bailee are less 
evident.  Because bailment is a principle existing in common law, there is not a 
clear and consistent manner in which courts in different states apply the principles 
thereof.  General principles of whether and when a bailee breaches his duties, 
however, do exist.  “When bailed property is damaged, lost or stolen, the bailor may 
bring an action for recovery of damages from the bailee based on breach of bailment, 
negligence or both.”27  A bailor seeking recovery must establish: 

 
(1) the existence of a bailment contract; 
(2) the delivery of the bailed property to the bailee; 
(3) the failure of the bailee to deliver the bailed property undamaged 
pursuant to the terms of the bailment.28   

 
 The first two elements, in most cases, may not pose a problem to the 
consumer/bailor.  Often, when a consumer gives her data to a company, some 
implied or explicit contractual understanding and agreement exists that consumer 
hands over her data to the company to store and use for its business purposes.  The 
third element, the company/bailee failing to redeliver the bailed property 
undamaged, may be more difficult to prove and satisfy.  As discussed above, 
redelivery can be as simple as completely deleting the data; failure to do so can be a 
breach of bailment.   
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 Further, a bailee may be liable for a breach of a duty of care to protect bailed 
property.   

 
A bailee who fails to exercise the requisite degree of care in safeguarding the 
bailor's property may be held liable for any damage, loss or theft proximately 
caused by his lack of reasonable care.  Reasonable care generally refers to the 
level of care that may be expected from reasonably prudent persons acting 
under like circumstances.29 
 
In general, a bailee is responsible for the bailed property and its contents of 

which he has actual knowledge.30  Under this principle, a company requesting and 
retaining personal data has a duty to safeguard it from any other party not privy to 
access by reasonable means.   

It is in this aspect, however, that the principle of bailment may not be the 
best recourse for a comsumer/bailor seeking a remedy for unconsented 
dissemination of the bailed data.  Companies know the value of consumer personal 
data—arguably, it is the companies themselves that create such value.  Companies, 
therefore, have a market incentive to protect the exclusivity and security of their 
consumers’ data.  To this end, companies employ various security measures that are 
reasonable and comport to industrial standards.  Statistically, only 31% of all data 
breaches in 2014 were the result of internal threats or errors.31 In fact, 76% of the 
breaches were due to stolen or weak account credentials (user log-in information).32  
It may prove to be difficult for a consumer/bailor to produce evidence that a 
company/bailee did not take reasonable care to protect bailed data. 

Other evidentiary problems for a bailor to prove that a bailee has breached 
his duties may arise, however, and thus prevent her from recovering.  In practice, it 
may be quite difficult for an individual consumer to prove that a company failed to 
delete all traces of the pertinent data from all of the company’s servers.  Similarly, 
while massive data breaches garner their fifteen minutes of fame when they occur, 
there exists the possibility of much small data breaches going unnoticed.  Indeed, 
the source of the Epsilon data breach in March 2011 as discussed above has yet to 
be determined still.33 Even if a court deems that a bailment exists between two 
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parties with an agreement to delete data, the bailee may still not be liable for any 
unconsented dissemination of said data.34 
 Although the principle of bailment law could have provided a structure 
through which a consumer whose privacy has been violated through a data breach 
at a company holding such sensitive personal information, it does not hold the 
company strictly liable for any damage or loss to such data.  Rather, a bailee’s duty 
of care under bailment law is more of a reasonable standard.  Further, because 
bailment in essence a contract, a company with bargaining power may demand that 
in exchange for its services, a consumer must allow access of such data to another 
party.  Under bailment law, therefore, the burden of who has the actual duty to 
protect one’s data appears to shift to the individual herself, as she has the freedom 
to contract and not enter into an agreement with a company. 
 
2) The individual’s accountability. 
 
 “The fault, dear Brutus, is not in the stars but in ourselves.”35  As the 
originator of one’s own data, one arguably has ultimate control over its transfer and 
dissemination.  Taking a libertarian stance on who has the responsibility over the 
safekeeping of personal data, however, is an impracticable one and is tantamount to 
victim blaming. 
 One can make the argument that the consumer has the ultimate power in 
controlling one’s own data and in choosing which services to use and solicit.  Instead 
of using debit cards at a store, one can pay with the now archaic method of cash.  
Instead of banking online, one can physically go to a bank and transact with a 
human teller.  Under this line of thinking, one can leap to the conclusion that 
because someone paid with a debit card at Target36, that any theft of personal data 
could have been avoided if one were to use cash instead.  This, however, is 
synonymous to blaming the owner of a stolen vehicle that the only reason why her 
car was stolen was because she parked it in a bad neighborhood.  This type of 
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contributory negligence places a burden on the consumer and limits one’s ability to 
transact, however, and therefore one’s liberty. 
  The reality of the Internet and the technological advances that have brought 
us to where we are is that the consumer does not have total control and dominion 
over how one transacts one’s data.  Although small businesses still operate with 
non-electronic records and payments,37 major businesses and entities today have 
shifted over to electronic records and payments out of convenience and cost 
efficiency.  While it is possible for a consumer to go to a brick and mortar store and 
buy something with cash, it would place a great burden and inconvenience to 
transact only in his manner, as excluding major retailors drastically limits a 
consumer’s option.   

To place responsibility upon a consumer of to whom one should disseminate 
one’s data, therefore, limits one’s liberty and freedom to contract and transact.   The 
consumer is left with the hard decision to transact with a business electronically 
and bare the burden that one’s data may be stolen, or to not transact at all and 
endure major inconveniences and possible hardships in an ever technologically 
evolving world.  This strips the consumer of any bargaining power and renders 
them as a “low hanging fruit”38 with little protection while businesses retain the 
consumer’s data without liability.  There must be alternative means to protect both 
the consumer and the business.  
 
3) The federal government. 
 
 As a libertarian stance of personal responsibility over one’s own data is 
impracticable and actually deteriorates one’s own liberties, it appears that a more 
viable alternative available is for some form of impartial governmental regulation to 
ensure that personal data is safe and secure in the hands of private enterprises.  In 
fact, some governmental measures are already in place.  The question remains, 
however, is whether such measures are sufficient. 
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 Two federal statutes have come into the limelight in litigation over the issue 
of personal data in recent years: the Electronic Communications Privacy Act 
(hereafter “ECPA”)39 and the Stored Wire and Electronic Communications and 
Transactional Records Access Act (hereafter “Stored Communications Act” or 
“SCA”)40.  Although the ECPA was first enacted in the 1960’s, Congress has taken 
measures to update when technological advances demanded such; its current 
incarnation being effective as of November 2002.41  The SCA has a more recent 
history, however, and has been in its current form since 2006.   
 In recent years, consumers have brought class action civil suits in federal 
courts alleging that the businesses and services they have entrusted themselves to 
has mishandled their personal data and violated either one, both, or some offshoot 
of the aforementioned federal acts.  At the turn of the century, Internet users 
brought suit again Pharmatrak, a web-monitoring and pharmaceuticals 
corporations, for violation of the ECPA.42  The First Circuit in In re Pharmatrak 
held that a business or entity must have consent to intercept and gather personal 
data, and that it in civil litigation, the burden of showing an exception for consent 
under the ECPA shifts to the party seeking the benefit of that exception, which here 
is the corporation gathering such data.43 
 More recent cases have been less consistent, however.  The District Court in 
In re iPhone Application Litigation held against the consumer plaintiffs who 
brought action under the ECPA and SCA.44  Here, plaintiffs alleged that defendants 
Apple, Admob, Flurry, AdMarval, Google, and Medialets, were collecting and 
storing consumer personal data through personal mobile devices—i.e. the iPhone, 
iPad, iPod Touch.45  The court interpreted the ECPA and SCA in a narrow manner, 
holding that the SCA does not cover mobile devices as a facility to provide electronic 
communication services nor was location data not a type of electronic storage, and 
that the ECPA does not cover a user’s geolocation data as content.46  Although 
plaintiffs also brough a claim for trespass, the court determined that such pleading 
was insufficient.47 
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 Because the courts have been less consistent in applying the ECPA and SCA, 
consumers must be afforded more sufficient means of protection.  Part of such is 
under the form of a Consumer Privacy Bill of Rights (hereafter CPBR) that the 
executive branch under President Barack Obama’s Administration introduced in 
2012.48  The CPBR aims to “protect all Americans from having their information 
misused by giving users new legal and technical tools to safeguard their privacy.”49  
Provisions of the CPBR include:  

 
1.    INDIVIDUAL CONTROL: Consumers have a right to exercise control 

over what personal data companies collect from them and how they use 
it. 

2. TRANPARENCY: Consumers have a right to easily understandable 
and accessible information about privacy and security practices.  

3. RESPECT FOR CONTEXT:  Consumers have a right to expect that 
companies will collect, use, and disclose personal data in ways that are 
consistent with the context in which consumers provide the data. 

4. SECURITY:  Consumers have a right to secure and responsible 
handling of personal data.  

5. ACCESS AND ACCURACY:  Consumers have a right to access and 
correct personal data in usable formats, in a manner that is 
appropriate to the sensitivity of the data and the risk of adverse 
consequences to consumers if the data is inaccurate.  

6. FOCUSED COLLECTION:  Consumers have a right to reasonable 
limits on the personal data that companies collect and retain.  

7. ACCOUNTABILITY:  Consumers have a right to have personal data 
handled by companies with appropriate measures in place to assure 
they adhere to the Consumer Privacy Bill of Rights.50  

 
 The CPBR places much protection on the side of the consumer and one’s own 
personal data.  The business side, however, will argue that the Bill of Rights places 
a substantial burden on their end.  When considering the balance of bargaining 
power, however, given that the current trend shows a diminishing of bargaining 
power for the consumer in favor of businesses, this may be a more equitable solution 
and a better alternative to the Wild West environment of the Internet and 
electronic storage of today.  If anything, the CPBR appears to codify common law 
bailment theories as discussed above.  For the low hanging fruit that is the 
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consumer market, this CPBR, though perhaps not a perfect solution, may be the 
best shield from the hands of poachers at this time. 

 
CONCLUSION 

 
 We live in a brave new world of technological advancements and a 
government that is more reactionary than preventative in struggling to keep up 
with such.  Just because one can still pay in cash does not mean that one has 
complete freedom to transact without incurring some burden and inconvenience.  
Businesses should have some duty of care in regards to the information and persona 
data they solicit from their customers.  While in an ideal world, this duty would be 
exercised automatically and in a foolproof manner, the realities of this world with 
blackhat hackers looking to exploit any holes in an electronic fence to businesses 
gathering data without their customers’ consent demands that some protection is in 
place for the low hanging fruit of the consumer market.   
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