
 

© K. A. Dao 2015 1   

 
 
 

THE UKRAINIAN FLAME WAR 
 

Khoa A. Dao 
 

May 2015 
 
 
 

INTRODUCTION 
 

“There is nothing scarier than an Internet flame war.”1  While the Internet 
today has become an indispensable tool in people’s daily lives to do everything from 
banking to sharing videos of cats, its original purpose—fast communications—
remains as the fundamental reason for its existence.  From email to messaging 
board to social media posts and comments, the Internet has become a global instant 
bulletin board for the masses to display whatever they so choose.   

While a global forum on which anyone may express one’s creative works, 
thoughts, political views, opinions, etc., and foster discussion thereof, may appear 
utopian on its face, there are consequences for such an intellectual Eden that range 
from issues of privacy rights to the dissemination of misinformation.  The 
competitive and often aggressive nature of human beings is not confined to the real 
world; such has made its way into the Internet realm.  A recent armed conflict 
involving two sovereign nations and civil unrest has transcended from the physical 
world into the intellectual and virtual realm.  The hot war between Ukraine and 
Russia that began in 2014 has, at the time of this writing, has spilled over into the 
Internet to become a cold war of words, or rather, an organised Internet flame war. 

 
FACTUAL BACKGROUND 

 
The Ukrainian Crisis began in November 2013 when protests erupted in the 

nation capitol, Kiev, when then-President Viktor Yanukovych and his 
administration abandoned a trade agreement with the European Union in favour of 
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closer ties with Russia.2  When the Yanukovych government cracked down on 
escalating protests in the following months, protesting Ukrainian citizens clashed 
with arm authorities, resulting in armed and destructive civil unrest.3  A power 
struggle ensued in February 2014 that lead to the ousting of Yanukovych and his 
administration.4  At the end of that month, pro-Russian forces began seizing vital 
areas in Simferopol, the capitol of Crimean Peninsula, and the airport at 
Sevastopol.5  

On 1 March 2014, Russia moved with parliamentary approval to use force to 
protect Russian interests over Ukraine territory, including Crimea.6  After what 
had been condemned by Western nations as a fraudulent referendum for Crimean 
secession two weeks afterwards, Russian President Vladmir Putin enacted the 
annexation of Crimea into the Russian Federation.7  In response to this and further 
protests in eastern Ukrainian cities calling for secession themselves, the new 
Ukrainian government under acting President Olexander Turchynov initiated 
armed operations against pro-Russian separatists the following month.8 

Open and armed fighting between Ukrainian authorities against pro-Russian 
separatists ensued throughout 2014 and into 2015; at the time of this writing, the 
conflict has yet to be resolved.9  Controversy over the Russian Federation’s own 
involvement in what is arguably an internal Ukrainian matter has been a key issue 
in global discussions.  While Russia has constantly denied direct involvement, the 
Ukrainian government has been proffering evidence that Russian military forces 
have been operating with the separatists, arguing that Russia has been scheming a 
full on invasion of Ukraine beyond Crimea.10  Despite what overtly appears as ever 
expanding Russian military action on Ukrainian soil, the Western powers have 
merely condemned such action and nothing more, refusing military aid and 
intervention to Ukraine.11  Ukraine, for now, is on her own.   

While the world has seen (or not seen) Russia’s physical involvement in 
Ukraine in a hot war, a cold war of words has been brewing on a different realm 
throughout this conflict.  Instead of soldiers armed with Kalashnikovs and draped 
in camouflaged fatigues stalking in the forests of eastern Ukraine, the Russian 
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soldier deployed in this realm is stereotypically portrayed as a meek, acne-ridden, 
pale, socially-inept person sitting in front of a computer in a dark room hunting on 
messaging forums and social media.  This kind of “soldier” has has been a plight 
and cause of ire to citizens of a different sort for years, generally defined as “a 
person who submits deliberate inflammatory articles to an internet discussion.”12 A 
recent psychological study in Canada concluded that these types of individuals 
possess traits exhibited by psychopaths, narcissists, and sadists, often exaggerating 
and resorting to lies and offensive remarks merely to illicit some response.13  
Russia’s weapon in this cold war is the Internet troll. 

 

THE RUSSIAN ARE TROLLING! 
 

 While the notion of an Internet troll army may seem farcical on its face, such 
concept is an eventuality in the Internet and information technology age in a world 
with nations that for centuries have employed propaganda for some purpose.  In 
order to understand how such once outlandish notion became a dangerous reality, 
one must look at: 1) the history of propaganda itself and; 2) the Russian Internet 
troll army and Ukraine’s response to such. 
 
1) A concise history of propaganda and organized deception. 
 

Propaganda, in its simplest definition, is “the organized dissemination of 
information, allegations, etc., to assist or damage the cause of a government, 
movement, etc.”14  Early examples of propaganda have been traced back to over 500 
BCE in Persia and in Greece.15  It was not until the 1600s CE, that through 
Catholic Church that propaganda was formalized.16 The Churched used propaganda 
as a method to garner popular support for the Crusades, and later it became an 
intellectual weapon during the Protestant Reformation.17  The word “propaganda” 
itself derives from Pope Gregory XV’s establishment of the Church’s Congregatio de 

Propaganda Fide, or “Congregation for Propagating the Faith,” an organisation 
tasked with advancing Catholicism in non-Catholic dominant countries.18   
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Centuries later, propaganda evolved into its current form as a method for 
politicians and governmental groups to influence the public.19  In the mid 
Nineteenth Century, the British resorted to exaggerated and fabricated accounts of 
atrocities in order to paint the Indian people as savages who needed to be 
controlled.20  This propagated to the British public that it was their “white man’s 
burden” to rule or cultivate India, giving justification for British imperialism.21  It 
was also around this time that propaganda demonstrated the ability to kept up with 
advances in technology and communication methods.  When newspapers moved 
away from purely texts to illustrations, political cartoons emerged as a method 
through which politicians and political groups employed propaganda to influence 
the masses.22 

The power of propaganda swelled in the turmoil of the First World War.23  
What was once confined to printed words and cartoons branched into radio 
broadcasting and cinema.  Germany under Kaiser Wilhelm II created the Central 
Office for Foreign Service with a task to disseminate propaganda to neutral 
countries.24  Germany even produced propaganda films intended for frontline 
soldiers to watch to boost morale.25  On the other side, the British created the War 
Propaganda Bureau and very effectively controlled what information people would 
see and not see.26  So effective were the British at employing propaganda, not only 
to her own citizens but indeed the world, that it arguably swayed the neutral 
United States to enter the war against Germany.27   

Such use of propaganda continued well into the interwar years and into the 
Second World War and beyond.  A major player in propaganda emerged during this 
time period, the Soviet Union.  The history of the Soviet propaganda machine is a 
thorough and complex one that cannot be examined in detail in such a short 
writing.28  Arguably, the Soviets elevated propaganda into an artform, literally.  
Long after the fall of the Soviet Union in 1991, Soviet propaganda posters spanning 
seventy years are so revered that they now hang in art museum exhibits.29  The fall 
of the Soviet Union and creation of a non-communist Russian Federation has not 
stopped the propaganda machine, however.  After twenty-five years of a 
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“democratic” Russia, it is said that the current scheme is “aggressive and deceptive 
propaganda . . . worse than anything [witnessed] in the Soviet Union.”30 
 
2) The troll armies of Russia and Ukraine. 
 
 During the formidable years of the Soviet Union, its citizens were oppressed 
into having virtually no form of freedom of expression.31  Any political speech and 
criticism against the Soviet government was repressed, often through horrifying 
means that extended to even execution without due process or trail.32  This 
limitation on expression under Stalin and his successors, coupled with the Soviet 
propaganda machine, was an effective method of controlling the masses, extending 
as far as a systemic mechanism to control the thoughts and opinions of each 
individual.  It was not until the late 1980s with Perestroika under Mikhail 
Gorbachev that Soviet citizens were afforded some right to express their political 
views even against the standing government.33   
 After the fall of the Soviet regime, the new Russian government implemented 
legal reforms to recognize and protect the freedom of expression.34  Such measures 
included a constitutional provision to “guarantee the freedom of ideas and 
expressions, as well as freedom of the mass media” and ratifying the European 
Convention on Human Rights which provides for a protection for the freedom of 
expression.35  Despite a solid history of suppressing political criticism and 
implanting ideology and thought processes through influential propaganda during 
decades of Soviet rule, Russia appeared for a time to make promising strides to 
embrace the notion of freedom of expression and not influencing her people through 
dubious propaganda.  After all, “freedom of expression is a fundamental part of 
every democracy.”36 
 Old habits die hard, however.  Vladmir Putin succeeded Dmitry Medvedev as 
president of the Russian Federation in 2012, after serving as prime minister during 
Medvedev’s term and president for eight years prior.  “Putin’s return to the 
presidency was accompanied by multiple restrictions and limitations on the freedom 
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to criticize the government.”37  With the move to return to the old ways of 
restricting political speech also came the refueling and rearming of the propaganda 
machine.  Similar to the Nazis’ use of the 1936 Olympics in Berlin as a massive 
propaganda tool to convince the world of Nazi pride and superiority,38 Russia 
utilized the 2014 Winter Olympic Games in Sochi to illicit pride and a sense of 
superiority in its own people.  Indeed, in the wake of Sochi and, incidentally, the 
annexation of Crimea, a Russian on Red Square was to have said, “First the Sochi 
Olympics, then we got Crimea back.”39 So effective has the rebooted propaganda 
machine been in Russia that the current consensus of the average Russian is 
reported to be that the Ukrainian crisis is “all Kiev’s fault, that Ukraine is crawling 
with Russia-hating neo-Nazis and fascists, and that it’s the [United States] 
government which is fuelling the crisis behind the scenes, while Russia tries to act 
as peacemaker.”40 
 How did a nation go from implementing reforms to protect the freedom of 
political speech and expression to returning to effectively using propaganda?  Before 
the 1990s, one would answer through effective use of the media that includes 
printed periodicals and other materials, radio, television, and film.  In the Twenty-
first Century, however, one must add one more item to that list—the Internet.   
 It is argued that even prior to the Ukrainian Crisis, Putin had established a 
cyber army constituted of Internet trolls to serve his purpose.41  It can be stipulated 
that Putin’s own response to why a troll army must exists in the first place is to 
counter against “Western propaganda,” that is presuming that such a troll army is 
acknowledged to exist by its commander-in-chief.  Indeed, any allegations that a 
Russian troll army exists would be rebuffed as paranoia-fueled Western 
propaganda, despite documented instances of 40,000 pro-Russian comments per day 
on stories pertaining to Ukraine.42   

The current mission for the “Russian Troll Army” (hereafter “RTA”) appears 
to be to counter the notion that “Putin attacks Ukraine,” and rather “correct” the 
world with the headline, “Ukraine attacks Russia.”43  The RTA has been so effective 
in attacking other users with spam, abusive comments, and even through ad 
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hominem, that Internet forums, such as the comments section of the Moscow Times 
website, that exists for discussion and constructive debate must close due to 
unrelenting trolling.44  By coercing such discussion forums to close through waging 
a merciless flame war, the RTA has in effect successfully restricted expression and 
speech.  The trolling attacks themselves serve the propaganda purpose of either 
demoralizing or swaying others to their espoused opinion and mindset.  Through 
such means, however, the restrictions expression and speech is not confined only to 
the Russian people but rather to the entire world through the Internet.   
 The RTA’s unrelenting troll attacks against Internet denizens is only one 
wing of an all out proxy cyber cold war, fought in conjunction with the actual hot 
war on Ukrainian soil.  During the supposed uprising in Crimea, “unidentified men” 
seized communication centers through the peninsula.45  While a common tactic in 
war is to severe communications with an opposing force (often at the onset of 
invasion), there is a less militaristic result with such—censorship of the civilians.  
Without the communications services people often take for granted such as 
telephone and Internet land lines and mobile services, ordinary civilians cannot 
report or receive information on what is currently occurring.  Cutting off 
communications between civilians is in effect silencing them and therefor a form of 
censorship.  With censorship comes control of the masses. 
 Although battered on the ground, the Ukrainian government has fought back 
both in the actual war and in the flame war.  In response to the RTA and Russia’s 
propaganda war, Ukraine established the Ministry of Information Policy (hereafter 
“MIP”) lead by Yuriy Stets in December 2014.46  While initial fears of this “ministry 
of truth” included curtailing freedom of speech and expression in Ukraine itself,47 
the MIP has called upon Ukrainians to “enlist in the country’s ‘information forces’ to 
battle against online propaganda spread by Russian trolls and pro-Kremlin 
media.”48  Espousing the battle cry, “Now it’s time to fight back the Russian 
invaders on the information front,”49 the MIP’s own Internet army of volunteers 
aims to “expose Russian lies.”50  By deploying its own Internet army through social 
media networks, the MIP’s mission is to rebut the onslaught of Russian trolling and 
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ensure that information posted is accurate.51  Because of the close timing of the 
MIP’s Internet army relative to this writing, it is currently uncertain of and if the 
Ukrainians will prevail against the Russians in the “Ukrainian-Russo Flame War.” 
 

THE TROLLING MENACE 
 

 The “Ukrainian-Russo Flame War” does invoke some introspection and 
projection of the situation at home in regards to another conflict abroad—the rise of 
the militant radical group known as the Islamic State (or ISIS).  ISIS’s military 
operations have crossed into the cyber realm also with a propaganda campaign of 
its own on social media.52  Though elusive, ISIS’s social media campaign has proven 
to be an effective and well organised, vast operation.  On the social network Twitter 
alone, at least 46,000 ISIS-supporting accounting were discovered between 
September and December of 2014, which each account averaging 1,000 followers.53  
Through sophisticated tactics ranging from flashy advertising to one-on-one 
engagements, ISIS has succeeded in not only recruiting members into its ranks but 
have also inspired domestic attacks on American soil through its Internet 
propaganda campaign.54   
 Countering ISIS’s Internet campaign presents a rather fundamental problem, 
however—the issue of free speech.  The First Amendment right to free speech 
protects individuals from the government abridging it.55  Although an action to limit 
and restrict the dissemination of information from an entity that poses a threat to 
national security may be with the best intentions, on its face, such action is 
censorship.  As discussed above, censorship erodes democracy.   

The instant issue with ISIS, however, is not a novel one but rather one 
present through a novel media.  The Supreme Court of the United States has been 
presented with the issue of censorship versus free speech in matters concerning 
national security.  Returning to the backdrop of the First World War where 
propaganda proliferated at an absurd rate, the Court established the “clear and 
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present danger test” to determine whether and what powers the government had to 
regulate speech: 

 
The question in every case is whether the words used are used in such 
circumstances and are of such a nature as to create a clear and present 
danger that they will bring about the substantive evils that Congress has a 
right to prevent. It is a question of proximity and degree. When a nation is at 
war many things that might be said in time of peace are such a hindrance to 
its effort that their utterance will not be endured so long as men fight and 
that no Court could regard them as protected by any constitutional right.56  

 
CONCLUSION 

 
Inter arma enim silent leges.  In times of war, the law falls silent.  In today’s 

world where the Internet is omnipresent, it is clear that in times of war, trolls 
scream.  Propaganda is concept that has existed for over two millennia and is 
proven to survive technological advances, and in fact, grow and thrive with ever 
improving technology.  The war of words and the art of deception and persuasion of 
the masses have been and may very will always accompany humanity and society, 
particularly during times of conflict.  While we must combat against the 
dissemination of false information, no matter how harmful they are conceptually or 
actually, we must also remain vigilant that our actions do not result in eroding our 
own fundamental freedoms and rights, even within the construct of an Internet 
flame war. 
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